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The goal of this demo is to 

Key Messages:

a) Show how Oracle’s Governance, Risk and Compliance (GRC) applications help build a well-governed business that actively manages regulatory and operational risk throughout the enterprise 
b) Show how Oracle’s GRC offerings is unique in that it applies across the stack (Apps, MW, DB)  as well as across applications (Siebel, EBS etc).
This demo scenario shows that Oracle GRC Apps have detected a revenue recognition related risk as a result of the acquisition (as described in the earlier scenario).  The demo shows the ability to financially quantify risks using integration with Hyperion.  The issue detected is that Sales Reps can create a sales order in Siebel and approve that order in EBS – a segregation of duties policy violation.  It then shows how this risk is mitigated and minimized using LogicalApps’ automated controls. 
     The demo has two components to it:

· GRC Manager’s Risk Overview Page: Pull up the GRC Risk Overview Page, which shows Risks status (green, yellow and red) across key business processes and organizations. The page highlights that the Order to Cash process is at a high risk status for North America.   Click on the red stoplight.  The next page is the Financial Impact report.  The Financial Impact page provides more quantitative details on the Risk identified for the Order-To-Cash process in North America. Click on the Red Bar. This takes you to the specific financial accounts (data from Hyperion) that are impacted by this risk.  Click on the “details” link.  This takes you to the Issues page.  The underlying issue is an Access Control violation - Sales Reps can create a sales Order in Siebel as well as approve that Order in EBS.  Click on the Controls Mgmt Button to link to LogicalApps.

· LogicalApps Apps 8.0 (Preview): We see a screen that enables the user to enforce a access control rule that prohibits Sales Reps that can create a sales order in Siebel to not approve that order in EBS.  (More to be added)  

· Oracle Database Vault: We see an animation of how Oracle Data Vault prevents IT employees from accesing data that they are not privileged to see (eg payroll, SS#, etc).

	
	Speaker
	What you should Say
	What you should See

	
	
	Risk and Compliance:  GRC Dashboard, LogicalApps
	

	3a.1
	Charles
	OK, let’s move to the third business challenge that I hear from customers. That’s dealing with governance, risk and regulatory compliance issues.

Everyone understands the importance of compliance but need help actually implementing it. Businesses need to be able to put effective controls in place and enforce compliance on a real-time basis.
	Charles erases the screen. He pulls up the PPT on business challenge #3.
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Managing Risk And Compliance

•

Rapidly emerging regulations

•

Complex virtual organizations

•

Masked vulnerability

How can I streamline compliance and 

problem detection?



	3a.2
	Chuck
	Oracle has many different capabilities throughout the stack that together make up the most complete GRC solution in the industry.

Let’s start with the GRC Overview Dashboard. The dashboard provides a graphical way to monitor risk and be alerted to potential problems.

This dashboard has alerted us to a potential problem with financial compliance. It shows us the specific high risk accounts.  

We can see that this payables account has a high risk rating and a lot of money at stake.  It also shows an issue associated with it.  Let’s better understand the issue related with this account

We can now see that this particular business process allows for an employee to create a new vendor in the financial system as well process payments to the same vendor – a potential for financial fraud.  Let’s make sure that this has not happened. 

Looks like there has been no problem so far, but we need to ensure that this won’t happen in the future.

Oracle has another important application, LogicalApps, that provides continuous monitoring and enforcement of business policies and enforces segregation of duties with business-driven rules. 

LogicalApps can reduce cost and complexity by managing your compliance rules within one system.  That system provides a tamper-proof chain of evidence for all compliance processes. 
What we see here is a whole library of controls provided by LogicalApps.  With LogicalApps we can now enforce access rules by simply selecting it from this library of pre-built controls.  Notice that these rules can be applied to any Oracle application like Peoplesoft or EBS.


	Pull the up GRC Overview Dashboard, which shows multiple regulations and risk status (green, yellow and red).

Drill in on a stoplight, which takes us to the GRC High Risk Accounts Dashboard.

Skim through the dashboard. It shows a list of expense related accounts with issues. These accounts have their balance and risk ratings listed as well.  

There is an AP account with a high dollar value that has a stoplight. Click on the stoplight.

Move the screens out of the way and pull up the GRC Manager Issues screen. 

The Issues screen shows that there has been a violation of company standards.  It shows that for an ERP implementation, it allows for an employee to “create” a new vendor in the system as well “process payments” to the same vendor.

Click on the Execute Transaction Monitor button.  The screen shows no violations. No employee has in fact created a vendor and processed a payment to that vendor.

Click on the GRC Manager Issues Screen.

Create a new issue requesting the Internal Auditor to enforce this separation of duties policy.

Pull up Logical Apps 8.0 Screens Preview.  Ideally, the screen shows a library of Separation-of-Duty rules organized by Siebel, EBS rules.  

Select and enable the EBS access rule that ensures that no one employee can create a vendor and approve payments to that vendor.

Switch back to GRC Overview Dashboard  - Financial Compliance now shows up as Green.


	
	Speaker
	What you should Say
	What you should See

	
	
	Risk and Compliance:  Database Vault
	

	3b.1
	Charles
	OK, we’ve seen how we can manage separation of duties in our accounting department.  But what about the problem of database administrators getting access to all the data in the database?
	

	3b.2
	Chuck
	Oracle Database Vault provides separation of duties for database administrators. It can prevent highly privileged users, including powerful application DBAs and others, from accessing sensitive applications and data in Oracle databases outside their authorized responsibilities. Database Vault requires no changes to your applications.

This animation shows how you can create customizable Realms and set rules for multi-factor authorization to ensure users and administrators have access only to what they need to do their job.
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Pull up Database Vault animation.
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How can I streamline compliance and problem detection?
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Animation: Oracle Database Vault

		Show realms

		Show IT barred from seeing sensitive payroll information
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